REVIEW
on the PhD thesis by Imankulova Binara Bakytzhanovna entitled “Design
and implementation ol a provenance-aware LoRaWAN loT framework
for smart city air-quality data management”, submitted for the degree of
Doctor ol Philosophy (PhD) in the educational program 8D06102 -
Computer and Soltware Engineering

The PhD thesis of B.B. Imankulova addresses an important scientific and
technical problem related to data reliability, traceability, and integrity in smart city
loT systems. The research focuses on the design and implementation ol a
provenance-aware LLoRaWAN loT framework for air-quality monitoring, which
corresponds to current trends in intelligent urban systems, the Internet of Things,
and environmental monitoring platforms.

The relevance of the research topic arises from the rapid adoption ol loT
solutions in environmental monitoring and urban infrastructure management. In
distributed sensor networks, data origin transparency, integrity control, audit
capability, and traceability of processing stages become critical requirements. The
dissertation justifies the necessity of provenance-aware approaches for LoRaWAN
systems and proposes a practical solution that considers LPWAN constraints,
limited-resource devices, and long-term provenance metadata preservation.

The work includes a systematic analysis of modern approaches to data
provenance traceability in IoT environments. The dissertation examines cxisting
architectural solutions, methods for provenance information protection and storage,
and their limitations in smart city systems. Based on this analysis, the author
proposes a system architecture that provides provenance control, record integrity
verification. and audit support. The proposed approach relies on per-device hash-
linked chains with subsequent graph-view reconstruction for provenance history

analysis and traceability queries.

The practical significance of the work lies in the development and
implementation of a functional LoRaWAN air-quality monitoring [ramework that
includes platform-side metadata collection, reception-level radio metadata storage,
and chain inteerity verification mechanisms. The author implements provenance
tracking, graph reconstruction, and integrity verilication mechanisms and conducts
an cxperimental cvaluation ol [ramework performance under real deployment
conditions. The obtained results confirm the functionality and practical applicability
of the proposed approach without modification ol the LoRaWAN protocol.

The dissertation demonstrates a high level ol independent research, strong
theoretical preparation, knowledge of modern lo'T analysis and design methods. and
the ability to conduct experimental studies and interpret obtained results.

The dissertation has a logical structure, consistent presentation ol material,

and proper formatting. The research results appear in scientific publications and

international conference proceedings, which confirms the scientific signilicance ol
the completed work.

In my opinion, the dissertation work of Binara Bakytzhanovna Imankulova
entitled “Design and implementation of a provenance-aware LoRaWAN ol




framework for smart city air-quality data management” represents a completed
scientific study, satisfies the requirements for PhD dissertations, and its author
deserves the degree ol Doctor of Philosophy (PhD) in the educational program
306102 - Computer and Soltware IEngineering.
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SDO6102 — «Komnbiorepas i LpOrpaMMast HHKCHCPH s

Jlncceprammonnas  paGora Mmankyniosoii  b.b. nocssinena  akryaibion
HAYUHO-TCXTHTHYCCKOH 3a/1aue o0cecricucms JIOCTOBCPHOCTH, HPOCHCKHBACMOCTH M
HajiocTnocTn - anneix - B lol-cucremax  ymuoro  ropojia.  Mcciiejiopanme
OPHCHTHPOBANO Ha pa3paboOTKy 1 peasinzanmnio cuctemnl o1 11a ocniose LoRaWAN
C YUCTOM TIPOHCXONICHMSE JIaIBbIX JUIss MOHUTOPHIIIa KauecTBa BO3/LyXa, YTO
COOTBCTCTBYCT  COBPCMCHIBLIM  TCIJICHIIMSIM — Pa3BUTHS  HIITCIUICKTYaJILITHIX
ropostcknx cuciem, Mirrepriera senieii u imargopm HK0101rHuecKoro MonnTopuiira.

AKTYIBLIOCTL TEMBI HCCIC/I0BaNMsT 00YCIOBICHA AKTHBHBIM BIIC/PCITHEM
loT-periennii B 3aj1aum HKoJIOTIMUCCKOTO MOHHUTOPHITA M YIIPABJICHHS IOPOJICKOI
MH(PACTPYKTYPOil. B yCloBHSX pachpeelicibIX  CCHCOPHBbIX  cereil  ocoboe
3HAUCHHUC  HIPUOOPCTAIOT  BOIPOCH!  HPOZPAUHOCTH  TTPOHCXOWJICIHTHS  JIANITBIX,
KOHTPOJISE UX TICJIOCTHOCTH, a TAKKC BOZMOKHIOCTH AYJINTA M OTCICIKHBATINS DTATIOR

o0padoTkn  undopmanynn. B Jwmceeprain - odocronatia 1100 X0/IMMOCT
HPUMCHCHHS T10/IX0JI0B, YUHTLIBAIOUIUX HHPOUCXOXKICHHC Jlatibix, Juis LoRaWAN-
CUCTCM M TIPC/UIOKCHO HPAKTHUYCCKOC PCHICHHC, YUHTLIBAIOIICC OIpalnyciims
[.LPWAN-cereii, ocobcennoctu padorbl  pecypcHO-OrpaniyucHiibiX  YCTPOHCTB |
HCOOXOJIMMOCTD JUITHTCIBLIIOTO XPAHCIHHs MCTAJIAIHBIX O HTPOUCXOKJICHHE JlalibIX.

3 padore 1npose/ict CUHCTCMATHUCCKUHA atlaJin3 COBPCMCHTILIX 110/IX0/10B K
00CCIHCUCHHIO TTPOCIICIKHMBACMOCTH TPOUCXOXKJICHTHS Jlatiiibix B cpejie Mirrepnera
BCILCH, PACCMOTPCHDLI CYHICCTBYIONIMC APXHTCKTYPHBIC PCHICHHS, MCTOJIbI 3a1UH Tl
H xpateiiunst uipopMalin 0 HPOUCXOKICHHU JIAHHBIX, a4 TAKKC BLISBJICHLI HX
orpanuyeIing  IPUMCHHUTCIBLIO K - cHCTeMaM  ymioro  ropojia.  Ia ocnose
HPOBC/ICHIIONO  allajii3a  aBropoM  HPCJUIOKCHA  dPXHTEKTYPa  CHCICMDI,
oOCCIICUMBAIONICH KOITPOJIDL HPOUCXOKJICHUSE JIAHTHBIX, TIPOBCPKY  CJIOCTHOCTIH
3alIMCCi M TTOJUICPIKKY MCXanu3MoB ayJinra. Hpejutomrennbiin noJixo ociosai a
XPAHCHHM CBABANTIBIX XCIHI-ICHOUCK JUBST KAAJIOI0 YCTPOHCTBA € HOCHC/LYI0NITHM

goccTatopiciem rpahoBOro HPEJCTABICHMS JUISL alaliiza ncTopun 00padoTKi
JLANTHBIX T BLUTOJHCHHS 3a1POCOB HPOCICIKHBACMOCTIH.

| IpakTHucckas  3Ha4UMOCTh  PadoThl - 3akinovacics B pazpadorke i
peastmzarin (pynkimonupyiotero  LoRaWAN-dpeiivsopka  Monmropuina
KauecTBa  BO3IYXA,  BKJIOUAIONICIO  MEXaluimbl  tardgopmenioro  ¢cdopa
MCTJIANBLIX,  XPAICHH  Pa/LHOMCTAJIANILIX  YPOBIHS  HIPHCEMa  cOO0mICHHiT 1
HPOBCPKH  1ICHOCTIOCTH [CIHOUCK 3allicCil. ABTOPOM  PCalliH30Ballbl MCXAHIIBMbI
OTCIHCIKUBAIIMS IPOHCXOYJICHIS JI@HTTBLIX, PEKOHCTPY K IPAPOBLIX CBA3CH 1
HPOBCPKH HEHOCTHOCTH 3alCeii, a TAKKC HPOBCJICHA YKCHCPHNMCHTAILIA OHCIHKA
HPOUZBOJIMTCILIIOCTH  (PpCHMBOpPKA B PCAIBILIX  YCHOBHAX  DKCIUIYA A,
[ lostyuetnie pesyiabrarsl 1moJirBepk/iaior padoTocnocoOnocTh n pakiHUCery o

HPHUMCIHTHUMOCTD HPCJUTOZKCTTHOTO  110JIX0/1d 0e3 IIL‘O\’).\U,'UIMUCIIl FISNMCHICHTHA




nporokosa LoRaWAN. Cuiejtyer orMeTrn b BLICOKHI yPOBCIHTL CAMOCTOATCILITOCT
ABTOPA HPIE BLITOJIHICHHN HCCIIC/0BAIHS, XOPOHIYIO TCOPCTHICCKYIO THOJITOTOBKY,
BJIAJICHIC COBPCMCHTILIMIT MCTOJIAMH attauin3a u npocktnposanmsg lol-cucrem, a
TAKKE yMelte HPOBOJIMTL — DKCHCPUMCHTAILHBIC HCCIIC/IOBATTHS ¥
HITTCPHPCTHPOBATL HOJIYUCHITBLIC PC3YIILTATHI.

Jlnceepramnnonnas padora OTJIMIacTCs JOTHYITOH CIPYKTYPOIL,
HOCHICJLOBATCILIOCTBLIO  H3JIOKCHHS  MaTepUala M KOPPCKTHLIM - O(OpMIICITHEM.
Pesybrarnl neeneosaims onyoanKoBalLl B HayqHnnix H3/Hsx 1 anpodnpoBalibl
1 ML“zl\'Jl)’llzlpo,'umii |<m|(|)cpu||ufu:|, UTO  HoJITBCpXLact Hay4anylo JAYMMOCT
BLITOJHCITITON PadOThI,

Cunrato,  uro  juceepramponnas — pabora  MimankyJioBo
akbiKanosnsl na remy «Design and implementation ol a provenance-awarc
oRaWAN 1ol framework for smart city air-quality data management»
(«Paszpaborka n Buejpenne cucremnur loT na ocnose LoORAaWAN ¢ yuerom

Lunapnl

HPOMCXOYJICHIMS JIANTIBIX JUIS YIPABICHHS KAUCCTBOM BO3/LyXa B YMIIOM 1'OPOJIE»)
SBJISICTCS 3ABCPHICHIILIM HAYUHLIM HCCICIOBAIIMEM, COOTBCTCTBYCT TPCOOBAIIHAM,
LpesibspisembiM K PhD-jimccepranusim, a ec aprop 3acliyKnpact HPHCYAJICTTHA
crenenn Jlokropa stocodgun (PhD) no odpazosatreiniiol nporpamMme 8106102
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