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on the PhD thesis by Imankulova Binara Bakytzhanovna entitled “Desi gn
and 1mplementation of a provenance-aware LoRaWAN loT framework
for smart city air-quality data management”, submitted for the degree of
Doctor of Philosophy (PhD) in the educational program 8D06102 -
Computer and Software Engineering

The dissertation submitted by Imankulova Binara Bakytzhanovna addresses a
relevant scientific and technical problem related to the provision of data integrity,
traceability, and trust in smart city Internet of Things systems. The study focuses on
urban air-quality monitoring based on LoRaWAN technology, where data pass
through several technological layers, including end devices, gateways, network
services, a local platform, storage subsystems, and application-level services. Under
such conditions, particular importance belongs not only to the acquisition of
measurement data, but also to the determination of their origin, the reconstruction of
their processing history, and the verification of possible distortion, loss, duplication,
or unauthorized modification. The relevance of the dissertation topic 1s determined
by the rapid growth in the number of IoT devices, the expansion of LPWAN
technologies, and the increasing practical need for reliable and verifiable data in
urban management and environmental monitoring.

The purpose of the dissertation is to develop, implement, and experimentally
validate a data provenance framework for LoRaWAN IoT systems capable of
providing a traceable and protected history of air-quality monitoring data under
LPWAN constraints. In order to achieve this purpose, the author carried out a

systematic analysis of existing approaches to data provenance in IoT, designed a
lightweight provenance and integrity control model for LoRaWAN monitoring,
developed a functional prototype with provenance storage in the form of immutable
hash-linked chains for each device, ensured traceability through graph
reconstruction, and conducted an experimental evaluation of the proposed solution
in a real LoRaWAN deployment with respect to performance, scalability, Integrity

verification cost, and tracing efficiency.
The scientific novelty of the dissertation lies in the development of a

lightweight framework for LoRaW AN monitoring intended for practical application
In smart city systems. The doctoral candidate proposed a provenance storage
mechanism based on per-device hash-linked chains, which makes it possible to
detect modification, deletion, or reordering of records. In addition, the dissertation
introduces a dual representation of data provenance that combines chain-based
storage for mtegrity control with graph reconstruction for traceability queries. A
significant advantage of the proposed approach lies in the fact that it does not require
modification of the LoRaWAN protocol and imposes only a low computational

burden on end devices.
The practical significance of the dissertation lies in the fact that the developed

prototype confirms the feasibility of building verifiable data collection systems
based on LoRaWAN and a local platform. The proposed solution makes it possible
to record the history of data reception and processing, detect missing data.



duplicates, and decoding errors, verify integrity, and trace the origin of data. The
results obtained may be used in the development of reliable environmental
monitoring systems and other smart city IoT systems.

The dissertation has a logical structure and includes an introduction, four
chapters, a conclusion, a list of references, and appendices. The work consistently
covers the analysis of the subject area, the design and implementation of the
proposed framework, and its experimental evaluation. The main results of the study
are reflected in six publications, including papers published in recommended
Journals, an article in IEEE Access, and a presentation delivered at an international
conference.

The dissertation of Imankulova Binara Bakytzhanovna 1s completed at a good
scientific and methodological level and possesses scientific novelty as well as
practical significance. In my opinion, the dissertation meets the established
requirements for PhD dissertations, and its author deserves to be awarded the degree
of Doctor of Philosophy (PhD) in the educational program 8D06102 - Computer and
Software Engineering.

Scientific consultant, R.K. Uskenbayeva

Doctor of Technical Sciences,
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OT3bIB
Ha JInCCEpTannonnyio pabory Mmankysosoii Bunapsl bakbimkaHOBHbI
«Design and implementation of a provenance-aware LoRaWAN [oT
framework for smart city air-quality data managementy, NpPeCTaBJIEHHYIO
Ha COMCKaHMC y4yeHoH crenenn pokrtopa (uiocopuu (PhD) no OII:
8DU6102 — «Kommbrorepas u nporpammuas HHkeHEpHA»

Jluccepraunonnas  pa6ora Mmankynosoii  bunapsl  bakbiTikaHOBHBI
[TOCBAILEHA aKTYaJIbHOW HayYHO-TEXHUYECKOH 3a/1aue, CBA3aHHOM ¢ obecrneueHrneM
LEJOCTHOCTH, MPOCJICKUBAEMOCTH U JI0OBEPUs K AaHHBIM B loT-cucremax ymHOro
ropofa. B ueHTpe MCCAENOBAHMS HAXOAUTCS MOHMTODHMHI KAayecTBa BO34yXa B
ropozackon cpeae Ha 6aze LoRaWAN, rae maHHBIE IPOXOIAT 4epe3 HECKONBKO
TEXHOJIOTMYECKUX YPOBHEH: OKOHEYHBIE YCTPOMCTBA, LIJIFO3bl, CETEBBIE CEPBHUCHI,
JIOKAJIbHYIO MIAaT(OPMY, XPaHWIMILA M NPUKIAAHbIE CEPBUCHL. B Takux ycroBusax
OCOOEHHO Ba)XHBIM CTAHOBUTCS HE TOJBKO MOJNYUYEHHE CAMHX HM3MEPEHHH, HO M
BO3MOXKHOCTb YCTAaHOBUTb MX NPOUCXOXAEHHE, MCTOPUIO O00paldOTKH, a TaKKe
MPOBCPHTb, HE MOABEPrajiMCh M OHU MCKAKEHHUAM, IOTEpE, AyOJUPOBAHUIO HIIH
HECAHKLIMOHUPOBAHHBIM M3MEHEHUSIM.  AKTYaJlbHOCTb  JAHHOM  TEMBI
MOATBEPIKAACTCA pPOCTOM 4yHuciaa loT-ycTpoicTB, pacliMpeHUEeM IpUMEHEHUA
LPWAN-TeXHONMOTMA ¥ TNpakTHYeCKOM TOTPeOHOCTBIO B  HAAEKHBIX W
[MPOBEPSAEMBIX JAHHBIX JUIS 3aJa4 TOPOJICKOrO YMOPaBJCHUSI U HKOJIOTMYECKOrO

MOHUTOPHHIA.
[{eqpr0 muccepTaumOHHON paboTel ABNISETCA pa3paboTKa, peanu3auus W

SKCNEPUMEHTabHAs BajMjauus (periMBOpPKA, OPMEHTHMPOBAHHOIO Ha Yy4eT
npoucxoxxacHus AaHHbX, W11 LoRaWAN loT-cucrem, npeanasnaueHHoro mis
(popMHpOBAHUSA TMPOCIEKUBAEMON W 3aAIIMUIIEHHOW MCTOPHH TMPOUCXO0IKICHHSA
JJAHHBIX MOHUTOPHUHIA KauyeCTBA BO3AyXa B yCiaoBuAX orpaHuueHuii LPWAN. J{ns
NOCTHMOKECHHUS IMOCTABJICHHOM LIEJIM AaBTOPOM pPELICHbI 3aJayd CHUCTEMATUYECKOIO
aHaJIu3a CYLIECTBYIOIIMX TMMOAXOA0B K TPOUCXOXKACHHUIO HOaHHBIX B 0T,
MPOCKTUPOBAHUA OOJEr4€HHOH MOJENM NPOMCXOXKACHUA AAHHBIX W KOHTPOJA
nenoctHoctd i LoRaWAN-monuTopuHra, pa3paboTku (yHKIHOHAIBHOTO
MPOTOTHINA C XPAaHEHHUEM CBEACHHUU O MNPOUCXOXKICHUHM MNAHHBIX B BH/E
HEU3MEHSIEMbIX XCIU-CBA3AHHBIX LIEMOYEK I KaXXI0r0 YCTPOMCTBA U o0ecneueHus
MPOCJEKUBAEMOCTH ITOCPEACTBOM BOCCTAaHOBJIEHHUS IPa)OBOTO IMPEACTABIICHUS, a
TAK)KE HKCNEPUMEHTAJIbHOW OLIEHKM pPa3padOTAHHOIO pELIEHUSI B PEAIbHOM
LoRaWAN-pa3BepThiBAaHUM € TOYKM  3pPEHUS  IPOU3BOAUTEIBLHOCTH,
MaclITadOMpPyeMOCTH, 3aTpaT Ha IMPOBEPKY LEJIOCTHOCTH W 3(P(HEKTHBHOCTH

TPACCUPOBKH.
Hayuynas HOBU3HA MCCIEAOBAHUA COCTOMT B pa3paboTke 00neryéHHoro

¢peitmBopka  mna  LoRaWAN-moHuTOpHHTA,  mNpeaHa3sHAYE€HHOrO  AJis
MPAKTUYECKOr0 [MPUMEHEHUS B CUCTEMAX YMHOro ropoaa. JloKropaHTOM
NPEeAJI0KEH MEXaHU3M XPAHEHUS CBEACHUM O MPOUCXOXKACHUM JAHHBIX HA OCHOBE
X€ELI-CBA3aHHBIX LIEMOYEK JUIsl KaXK0r0 YCTPOMCTBA, YTO 00OECIIEUMBAET BbISIBJICHUE
MU3MCHEHMSA, YNAJNCHUSA WIM NEPECTaHOBKM 3anuced. Tawke npemioxkeHo
JIBOMCTBEHHOE TPEJCTABJIIEHHE NMPOUCXOXKACHHUS HAHHBIX, COUETAIOLIEE LEMOUYHOE



XPAHCHHUC — JUIA  KOHTPOJISL  UENOCTHOCTM M BOCCTAHOBJIEHHUE rpagoBoro
'PCACTABIICHNA JUISL BBITIOJIHEHUS 3aNPOCOB HA MPOCIIEHKUBAEMOCTh. BaskHbIM
AOCTOHHCTBOM NOAXOAA SIBJSIETCS OTCYTCTBME HEOOXOAUMOCTH MOaU(DUKALIMH
npotokosia LoRaWAN wu Huskas Borumcawrensnas Harpy3ka Ha KOHEYHBIE
YCTPOMCTBA.

[TpakTHueckas 3HauMMOCTE JUCCEpTALlMK  3aKJIIOYAETCd B TOM, YTO
Pa3pabOTaHHBIA NPOTOTHI MOATBEPsKAAET BOIMOMKHOCTD [TOCTPOEHUS MPOBEPSIEMBIX
cucteM cbopa nannbix Ha 6aze LoRaWAN ¢ J10kaibHOl miatdopmoii. Pemenue
MO3BOJIACT (PUKCHPOBATH MCTOPHIO NpHUEMA W 00padOTKM [aHHBIX, BBIABIATH
NPONYCKH, AyOIUKaThl U OWWMOKH JIEKOJIMPOBAHUS, BBIMOJIHATL TMPOBEPKY
LCJIOCTHOCTH M 00CCNEYnBaTh TPACCUPOBKY MPOUCKOIKACHHS JAHHBIX. Pe3ynprarhl
padOTBl  MOTrYyT OBITE HCIMOJIB30BAHEI MPU CO3MAHUM HAAEKHBIX CHCTEM
IKOJIOrHYECKOro MOHUTOPHUHTA U Ipyrux [oT-cucrem ymMHOro ropo/a.

Jlucceprauns UMeeT NOrMuHyI0 CTPYKTYpy M BKJIIOYAET BBEACHHE, YEThIPE
[JIABBI,  3aKJIIOYCHHME, CIUCOK JIMTEpATypsl W TpWIOXKeHHs. B  pabore
[MOCJICI0OBATCJIBHO  PACCMOTPEHBI  BONPOCHl  aHajKM3a MPEJAMETHOM 00J1acTH,
MPOCKTHPOBAHMA, pCAIM3aUMU W SKCHEPUMEHTAJIbHON OLEHKH MpeLI0KEHHOrO
peuieHus. OCHOBHBIE PE3yJIbTAaThl MCCIIEAOBAHUSI OTPAKEHbI B 6 NyGIMKALMAX,
BKJIIOYasA CTaTbM B PEKOMCHJAOBAHHBIX u3gaHusax, nyonukauuio B IEEE Access u
AOKJIaaA Ha MEXKIAYHApPOAHON KOH(PEPEHIIUH.

Jluccepraums HMmankynoBoii Bunapsl BakbsIT)KaHOBHBI BBINOJIHEHA HA
XOpOWIEM HAy4YHOM M METOAMYECKOM YpOBHE, 00jajaeT Hay4yHOM HOBHU3HOU W
MPaKTHYECKOH  3HaYUMOCThIO. CuyMraro, 4YTO aOWcceprauvoHHas paboTa
COOTBETCTBYET MNPEABIBISIEMbIM TPEOOBaHUAM, a €€ aBTOP 3aCily)KUBAET
NPUCY)KACHUS CcTeneHu aokTopa ¢uiuocodpuu (PhD) mno o6pasoBarenbHO
nporpamme 8D06102 — «KommneroTepHas u mporpaMMHas HHKEHEPHS.

Hay4Hblil KOHCYJILTAHT, Yckenoaena P.K.
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